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RISK MANAGEMENT FRAMEWORK 
 

1.0 INTRODUCTION  
 
Risk is dynamic and evolving. It is an inherent element of the local government landscape. Effective 
management of risk is an ongoing process which is achieved by implementing a coherent, integrated, 
structured and consistent approach. It is organisation-specific and relies on a risk-aware culture and 
effective communication and consultation with key stakeholders.  
 

1.1 PURPOSE 
 

The purpose of the Town’s Risk Management Framework is to ensure that the Town: 
 

• develops, implements and maintains effective risk management systems and tools to identify, 
assess and mitigate strategic risks; 

• assigns roles and responsibilities to risk owners; 
• ensures treatment of risks aligns with Risk Appetite (The amount and type of risk that an 

organisation is willing to pursue or retain) and Risk Tolerance;  
• engages senior management to drive a risk aware culture that “sets the tone from the top”;  
• provides adequate training and resources for Councillors and officers to assist in embedding 

risk management into the Town’s culture;  
• reviews and develops a strategic risk register that is reported regularly to the Audit 

Committee;  
• communicates and engages with internal and external stakeholders about risk management 

at the Town;  
• strives to continuously improve the risk management framework.  

 

1.2 SCOPE 
 

The Town of Mosman Park is a small local government in Western Australia with a diverse and vibrant 
community. The Town aligns its services to meet community aspirations as identified in the objectives 
of the Strategic Community Plan.  
 
As the diagram below shows, risk management is at the centre of the Town’s operations. It impacts 
on culture, governance and strategy.  
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The Town’s Risk Management Framework comprises of the:  

o Risk assessment process, communication, monitoring, and reporting structure; 
o Clearly defined roles, responsibilities, and accountabilities;  
o Process to monitor and report risk management;   
o Risk Appetite Statement (RAS); and  
o The Risk Management Policy. 

 

2.0 BENEFITS OF RISK MANAGEMENT FRAMEWORK 
 

• Support the vision, mission and strategic objectives of the Town;  
• Provides tools to manage risks so losses are minimised and opportunities are capitalised;  
• Provides a method to assess, evaluate, monitor and report on risks and  implement 

mitigation strategies;  
• Shifts model of working from a reactive to a proactive approach;  
• Provides guidance towards developing a risk-aware organisation; 
• Supports compliance with legislative requirements;   
• Ensures efficient stewardship of resources; and 
• Assists in enabling decision-makers to make informed and sound decisions. 
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3.0 WHERE RISK MANAGEMENT FITS WITH THE INTEGRATED 
PLANNING FRAMEWORK  
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Informing strategies  

• Long Term Financial Plan 
• ICT Strategy 
• Workforce Plan 
• Asset Management Plan 
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4.0 FOUR LINES OF DEFENCE  
 
Roles and responsibilities identified in the Risk Management Framework cover four lines of defence: 

  

First line of Defence All Staff  
 
 Responsible to identify, assess and manage risks; 
 Follow risk management processes; and 
 Manage internal controls. 
 

Second line of Defence Manager Governance and Risk 
 
 Responsible for development, implementation and management of 

the risk management framework systems and processes; and 
 Identify, monitor and report risk management gaps/issues to Audit 

Committee/Council. 
 

Third Line of Defence Internal Audit (on an “as required” basis) 
 
 Provide independent assurance on the first and second lines of 

defence; 
 Assess and report on the effectiveness of internal controls and risk 

management framework; 
 Independent reporting to the Audit Committee/Council; and 
 Advise on continuous improvement. 
 

Fourth Line of Defence  External Audit  
 
 Office of the Auditor General’s annual interim and final audits; 
    Independent assurance on effectiveness of risk management and       

internal controls.  
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5.0 ROLES AND RESPONSIBILITIES  
 
Risk management is everyone’s responsibility. Risk is managed as an intrinsic part of day-to-day 
operations and not viewed in isolation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                         

 

 

 

 

 
 
 
 

First line of defence 
Second line of Defence         
Third line of Defence              
Fouth Line of Defence 
 

 
 
 
 

Council  
• Retain ultimate responsibility for risk management; 
• Determine risk appetite to be applied to achieve Strategic 

Community Plan objectives; 
• Review risk appetite; 
• Approve Risk Management Framework; 
• Approve Risk Management Policy; and 
• Approve adequate resources to manage the Town’s risks effectively. 

Audit Committee 

• Ensure risks are being effectively 
identified and managed; 

• Ensure risks are managed within the 
risk appetite and tolerances; and  

• Ensure compliance with legislation, 
Standards, risk management policies, 
process etc. 

 

 

 

Chief Executive Officer and Leaders 
• Implement and drive an enterprise-wide risk management 

approach; 
• Lead a risk-aware culture; and 
• Report on the effectiveness and efficiency of the Town’s risk 

management, legislative compliance and internal controls. 

Manager Governance and Risk  
• Manage the risk management processes; 
• Assist risk owners to assess, monitor and report risks; 
• Facilitate risk awareness workshops for the Town; 
• Develop and maintain registers, treatment plans, systems, 

policies and processes to manage and report risks; and 
• Conduct staff training and development.  

 
 

All Staff (Risk Owners) 
• Identify and manage risks in their business units 
• Communicating and escalating emerging risks to the 

supervisor/manager  
• Implement risk treatment action plans within their 

responsibility  
• Establish and monitor effectiveness of mitigation strategies  
• Develop, maintain and report risks in operational risk registers 
• All staff are responsible and will practice sound risk 

management practices within their areas of responsibility  
 

Internal Audit (as required) 

• Objectively assess internal 
controls, risk               
management processes, 
legislative compliance; 

• Identify shortfalls/gaps; and  
• Provide recommendations for 

improvement. 

Office of the Auditor General 

• Independent State Agency 
conducting mid-year and final 
audits; 

• Test adequacy of internal 
controls; 

• Review financial statements; 
and 

• Conduct independent audits 
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6.0 RISK MANAGEMENT PROCESS. 
 
The process of managing risk is detailed in the diagram below:  
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
1. Scope, Context, 
Criteria 

 
Establish the scope, context, and criteria of the internal and external 
environment within which the organisation operates.  
 
 

 
2. Risk Assessment  

 
Once a risk has been identified, it is analysed and evaluated.  

 
 
2.1 Risk Identification 

 
When identifying risks, consider the following:   
 

• What is the risk? (Is it a strategic risk, operational risk) 
• What can go wrong?  
• What are the uncertainties?  
• Who is involved? 
• What are the potential causes?  
• What is the effect on strategic plan objectives?  
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2.2 Risk Analysis  

 
After the risks have been identified, the level of severity for each risk is 
analysed by applying the Risk Assessment Criteria (Appendix 1).  
 
The matrices used to analyse risk are:   
 

• Consequence matrix (1.1 of Appendix 1)  
• Likelihood matrix (1.2 of Appendix 1) 
• Risk assessment matrix (1.3 of Appendix 1) 

 
 
2.3 Risk Evaluation 

 
Risk is evaluated to determine whether the risk analysis is within the pre-
determined acceptable level (pre-established risk criteria) and to decide 
whether additional treatments are required.   
 
Risk is evaluated at two stages: 
 
1. Evaluation of inherent risk:  
 
Evaluated based on the consequence and likelihood prior to any controls 
being implemented. 
 
2. Evaluation of Residual risk:  
 
Inherent risk rating is evaluated against the adequacy of current controls.  
 
Refer Appendix 2 – Effectiveness of Controls 
Refer Appendix 3 – Risk Acceptance and Reporting Criteria. 
 
 

 
3. Risk Treatment  
 
 
 
 
 
 
 
 
 

 
The aim of risk treatment is to reduce the risk to the acceptable risk level or 
risk criteria.  
 
Common Risk treatment options include:  
 

• Avoiding risk: not to commence, continue or take the risk; 
• Sharing risk: transferring the risk through contracts/insurance; 
• Mitigate risk: reduce either the likelihood or the level of impact of 

a risk 
• Accepting risk: make an informed decision to accept the residual 

risk without further treatments (least desirable risk treatment 
option) 

 
Risks rated low and moderate will only be accepted with adequate internal 
controls; whereas, risks rated high and extreme will require a Risk 
Treatment Action Plan in place.  
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Reducing the risk to what is referred to as acronym “ALARP” means 
reducing the risk to As Low As Reasonably Practicable. This takes into 
account balancing costs, difficulty and time associated with reducing the 
risk and real or perceived benefits.  

When deciding on the appropriate risk treatment option the ALARP will be 
considered. The concept of ALARP is based on the efficient allocation of 
resources within risk management. 

Unacceptable Risks: 
Risks that cannot be justified even though there is a 
benefit  
----------------------------------------- 
Tolerable/ALARP Risks:  
The ALARP lies between the unacceptable risks and 
acceptable risks. 

Residual risk is tolerable only if there are no other 
practicable measures to reasonably reduce the risk 
------------------------------------------- 
Acceptable Risks:  
Negligible risks managed via internal controls and no 
requirement for further risk treatment 

*ALARP – As low as reasonably practicable

4.Risk Recording
and Reporting

The level of risk that Council is willing to accept or avoid and the 
corresponding oversight reporting matrix is detailed in Appendix 3 - Risk 
Acceptance and Risk Reporting Criteria 

5.Risk Monitoring
and Review

The Town’s strategic and operational risk registers and Risk Treatment 
Action plans assist in monitoring and reviewing risk management. Actions 
taken within the timeframes below ensure ongoing effective risk 
management: 

What Action? When? 
Review and update Strategic Risk Register CEO reports quarterly to the 

Audit Committee and 
Council  

Review and update operational risk 
registers 

Risk Owners review and 
report quarterly to Manager 
Governance and Risk  

Review of Risk Management Policy and Risk 
Management Framework 

Review every 2 years in 
November after local 
government elections 
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Risk is inevitable even with a robust risk management system in place. The 
efficiency of effectiveness of the Risk Management Framework is measured 
by:  
 
• Identifying risk and maximising opportunity from incidents;  
• Incorporating risk management into the employee performance review 

core competency framework; 
• Reviewing the effectiveness of the Risk Management Policy and Risk 

Management Framework every two years;  
• Regular reporting to Audit Committee and Council; 
• Managing project risks effectively; 
• Effectively and efficiently managing risk;  
• Incorporating recommendations received from external/internal audit; 
• Effective engagement with internal and external stakeholders;  
• Adequate staff training; and  
• Risk function being adequately resourced.  

 
 
6. Communication and 
Consultation 

 
Communication and consultation with relevant stakeholders to take place 
through each step of the risk management process. 
 
Continual improvement towards building a positive risk-aware culture: 
 

• As part of the on-board training process, all new employees are 
required to complete governance, fraud awareness and risk 
management training;  

• Annual risk management refresher training for all employees 
organised by Governance; 

• Governance to provide ongoing risk management 
support/guidance; and  

• Risk Management Policy and Risk Management Framework to be 
available on the Town’s website.  

 
Consultation: 
 
Feedback from the community is to be invited on YourSay after review of 
Risk Management Framework and Risk Management Policy is completed. 
 

 

7.0 RISK APPETITE STATEMENT (RAS) 
 

7.1 INTRODUCTION 
 

The RAS articulates the level of risk Council is prepared to accept or to be exposed to in pursuit 
of its strategic objectives.   

 
Council determines the RAS and this forms part of the Risk Management Framework. 
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7.2 IMPLEMENTATION AND APPLICATION 

Risks are identified, analysed, evaluated, and monitored at both the strategic (top-down) and 
operational (bottom-up) levels and across the business units in the organisation. Crucial risk 
information is escalated to the top immediately for early intervention. 

The RAS reports on risk tolerances and provides guidance on how the risk appetite is to be applied 
to day-to-day business operations.  

The Strategic Risk Register and Operational Risk Registers record risks, assess and manage them 
in line with the RAS.  

The RAS is reviewed every two years in November after local government elections, or when 
practicable, in consultation with Risk Owners. It is then presented to the Audit committee for 
consideration and recommendation for approval by Council. 

The RAS identifies 6 risk categories which are determined through internal consultation with Risk 
Owners.  

The table below shows the level of risk the Town is willing to accept/avoid and the corresponding 
reporting criteria. 

Appendix 3 - Risk Acceptance and Reporting Criteria 

It is important to note: 

 Risk appetites provide general guidelines for managing risk;
 Council’s risk appetite and risk tolerance are dynamic and may be recalibrated with changes

over time in the internal and/or external context (policies, procedures, internal and external
stakeholders, contractual relationships, culture, social or political conditions); and

 It is impossible to eliminate risk entirely. Acceptance of some risk will be necessary to conduct
business efficiently.

Risk 
Categories

Service 
Delivery & 
Business 

continuity

Financial

People, 
Heath & 
Saftey 

Compliance

Environment

Projects
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Residual 
Risk 

rating 

Risk Appetite Risk Tolerance Risk 
Treatment 

Option 

Responsibility Frequency of 
Reporting Adequacy 

of Controls 
Action 

1-3
Low Acceptable Acceptable 

with 
Adequate 
Controls 

Ensure existing 
internal controls 
are  
effective 

Accept Risk Owner Quarterly to 
Chiefs via ELT 

4-9
Moderate Monitor Leader/ 

Manager 
10-19
High Continuous 

Management 
Control 

Only 
acceptable 
with 
excellent 
controls 

Risk Treatment 
Action Plan to be 
implemented and 
bring the risk 
down to ALARP 

Avoid, 
Share 

CEO/Leader 
Monthly to 
Chiefs via ELT 

Quarterly to 
CEO, Chiefs, 
Audit 
Committee 
and Council 

20-25
Extreme Unacceptable Risk Treatment 

Action Plan to be 
implemented 
Immediately and 
bring the risk 
down to ALARP 
before continuing 

Avoid Council/ 
CEO 

Immediately 
to CEO, Chiefs 
and Council 



APPENDIX 1 – RISK ASSESSMENT CRITERIA 
1.1 CONSEQUENCE MATRIX 

CONSEQUENCE MATRIX 
Level Impact Financial Legal & 

Compliance 
Delay of 
Service 

Safety Reputation Operations Property Community & 
Psychological 

Environment 

1 Insignificant Less than 
$10,000 

Minor regulation 
breach 

0.5 of a 
day 

delay 

Injuries but 
not requiring 

first aid 
treatment 

Unsubstantiated 
Complaints, low 

impact, low profile, 
no media coverage 

Small impact 
on Town’s 

deliverables 

Inconsequ-
ential or no  
damage  to 

property 

Little or no 
disruption to 

the Town 

Little impact on 
environment 

2 Minor $10,000 
to 

$50,000 

Minor legal 
implications, non 
– compliance &

breach of
regulations

0.5 to 2 
days 
delay 

First aid 
treatment by 

first aid officer 

Substantiated, low 
impact, 

unfavourable low 
media coverage 

profile 

Delay in 
achieving 

deliverables 

Minor 
damage to 
property 

Minor 
disruptions to 

the Town 

Minor impact to the 
Environment 

3 Moderate $50,000 
to 

$200,000 

Serious breach, 
investigation & 

report by 3rd 
party, 

prosecution & 
fines 

1 week 
delay 

Onsite medical 
treatment by 
ambulance 
personnel 

Substantiated, public 
embarrassment, 

moderate impact, 
unfavourable state-

wide media coverage 

Significant 
delays in 

deliverables 

Localised 
damage 

rectified by 
internal 
arrange-
ments 

Significant 
disruption to 

the Town 

Environmental 
damage requiring 

restitution or 
internal clean up 

4 Major $200,000 
to 

$1M 

Major litigation 
against the Town, 

officers of 
councillors, 

prosecution & 
fines 

1 month 
delay 

Extensive 
injuries 

requiring 
hospital 

admissions 

Substantiated, public 
embarrassment, high 

impact, or national 
news/media 

coverage, third party 
actions 

Failure of 
major 

organisation 
deliverables 
& strategic 

goals 

Significant 
property 
damage 
requiring 
external 

resources 

Substantial 
disruptions to 

the wider 
spread 

community 

Significant breach of 
legislation, 

contamination or 
damage requiring 

third party 
assistance 

5 Catastrophic More 
than 
$1 M 

Custodial 
sentence,  

multiple class 
actions, high 

penalties 

3 month 
delay 

Death/s or 
severe 

permanent 
injuries, mass 
hospitalisation 

Substantiated, public 
embarrassment, very 

high-level multiple 
impacts widespread 
multiple news cover, 

public enquiry 

Failure of all 
deliverables 
or strategic 

goals 

Extensive 
property 
damage 

Major or 
multiple 

disruptions to 
the widespread 

community 

Major breach of 
legislation, extensive 
contamination & /or 

environmental 
damage, third party 

intervention & 
investigation 



1.2 LIKELIHOOD MATRIX 

LIKELIHOOD MATRIX 
Level Rating Description Frequency 

1 Rare Event may occur in exceptional circumstances Once every 100+ years 

2 Unlikely Event could occur at some time Once every 30-100 
years 

3 Possible Event should occur at some time Once every 10- 30 
years 

4 Likely Event will probably occur in most 
circumstances  

Once every 3-10 years 

5 Almost Certain Event will be expected to occur in most 
circumstances  

Every year or more 

1.3 RISK ASSESSMENT MATRIX 

The risk profile is determined by plotting the consequence and likelihood scores on the risk 
assessment matrix, otherwise referred to as a “heat map”. 

For example, R1 represents an individual risk on the heat map below. 

R1 will have an Inherent risk rating of 12 = 3 (likelihood) x 4 (consequence). Internal controls or risk 
treatment options are then considered. After doing so, the residual risk rating is again calculated by 
assessing the likelihood and consequence of the risk with controls or treatment options in place.  

RISK ASSESSMENT MATRIX 

Likelihood 
Consequence 

Insignificant 
1 

Minor 
2 

Moderate 
3 

Major 
4 

Catastrophic 
5 

1. Rare 1 
Low 

2 
Low 

3 
Low 

4 
Moderate 

5 
Moderate 

2. Unlikely 2 
Low 

4 
Moderate 

6 
Moderate 

8 
Moderate 

10 
High 

3. Possible 3 
Low 

6 
Moderate 

9 
Moderate 

12 
High 

15 
High 

4. Likely 4 
Moderate 

8 
Moderate 

12 
High 

16 
High 

20 
Extreme 

5. Almost Certain 5 
Moderate 

10 
High 

15 
High 

20 
Extreme 

25 
Extreme 

R1 
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APPENDIX 2 – EFFECTIVENESS OF CONTROLS MATRIX 

8.0 DEFINITIONS 
Risk ISO 31000:2018 defines risk as the “effect of uncertainty on objectives. An effect is a 

deviation from the expected. It can be positive, negative or both, and can address, create 
or result in opportunities and threats. Objectives can have different aspects and 
categories, and can be applied at different levels” 

Risk management ISO 31000:2018 defines Risk management as the “Coordinated activities to direct and 
control an organization with regard to risk” 

Risk management 
policy 

ISO Guide73:2009 defines Risk Management Policy as a “statement of the overall 
intentions and direction of an organisation related to risk management ” 

Risk Management 
Framework 

ISO Guide73:2009 defines a Risk Management Framework as a  “set of components that 
provide the foundations and organisational arrangements for designing, implementing, 
monitoring, reviewing and continually improving risk management throughout the 
organisation” 

Residual Risk ISO Guide73:2009 defines Residual risk as the “risk remaining after risk treatment” 
Inherent Risk Current Risk or untreated risk that exists in the absence of controls 
Level of Risk ISO Guide73:2009 defines level of risk as the “magnitude of a risk or combination of risks, 

expressed in terms of the combination of consequences and their likelihood” 
Likelihood ISO 31000:2018 defines likelihood as the “chance of something happening” 
Consequence ISO Guide73:2009 defines consequence as an “outcome of an event affecting objectives” 
Risk Appetite ISO Guide73:2009 defines Risk Appetite as the “amount and type of risk that an 

organisation is willing to pursue or retain” 
Risk Tolerance ISO Guide73:2009 defines an organisation’s or stakeholder’s readiness to bear the risk, 

after risk treatment, in order to achieve its objectives 
Risk Assessment ISO Guide73:2009 defines Risk Assessment as the “overall process of risk identification, risk 

analysis and risk evaluation” 
Risk profile ISO Guide73:2009 defines Risk Profile as a “description of any set of risks” 
Risk Criteria ISO Guide73:2009 defines Risk Criteria as the “terms of reference against which the 

significance of risk is evaluated” This can be generated by internal or external contexts, 
objectives, laws, policies etc 

EFFECTIVENESS OF CONTOLS MATRIX 
Level Description Foreseeable Description 

E Effective More than what a reasonable 
person would expect under the 
circumstances 

Controls fully in place and require only ongoing 
maintenance and monitoring. Protection systems are 
being continuously reviewed and procedures are 
regularly tested 

A Adequate Meets the level a reasonable 
person would expect under the 
circumstances 

Being addressed reasonably. Protection systems are in 
place and documented procedures exist for given 
circumstance. Controls are reviewed periodically.  

I Inadequate Below the level that a 
reasonable person would 
expect under the 
circumstances.  

Protection systems are not in place or are inadequate 
to mitigate the risk. Limited or no procedures 
documented. Inadequate or no review of controls.  

https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:2.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.8.2.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:2.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.8.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.6.1.3
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.6.1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.5.1.3
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.2.1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:1.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.8.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.5.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.6.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.6.1
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en:term:3.7.1
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9.0 ADMINISTRATION 
GOVERNANCE REFERENCES 

Statutory Compliance • Australian New Zealand Standard for Risk Management
(AS/NZS ISO 31000:2018)

• ISO Guide 73:2009, Risk management — Vocabulary
• The Local Government (Audit) Regulations 1996 (R.17- CEO to review certain

systems and procedures
• Local Government Act 1995 Section 2.7 – Role of Council
• Local Government Act 1995 Part 7 – Audit

Organisational 
Compliance 

• Risk Management Policy (Ref ###)
• Investment of Funds Policy

Other • Risk Management Resources March 2013
Government of Western Australia, Department of Local Government

• Governance Institute of Australia Risk Assessment

POLICY ADMINISTRATION 

Directorate: Officer title: Approved by 
Executive Services Manager 

Governance and Risk 
Council 

Next Review Review Cycle 
November 2023 Biennially 
Version Date Ref 
1 Risk Management Framework (as 

incorporated in the Risk 
Management Policy) 

2 Risk Management Framework 

27 March 
2018 

#### 2021 

OCM-031-2018 

OCM-###-### 



 

 

 

 

 

COUNCIL PROCEDURE 
 

 

4.2.13 – Risk Management Procedure 1 

PROCEDURE NAME: RISK MANAGEMENT 

POLICY NUMBER: 4.2.13 

REVISION DATE: 27 MARCH 2018 

 
1. DEFINITIONS 

 
Risk: effect of uncertainty on objectives. 
 
Risk management plan: scheme within the risk management framework specifying 
the approach, the management components and resources to be applied to the 
management of risk. 

 Management components typically include procedures, practices, assignment 
of responsibilities, sequence and timing of activities. 

 The risk management plan can be applied to a particular product, process and 
project, and part or whole of the organisation. 

 
2. PROCEDURE DETAILS 
 

The Town of Mosman Park will manage risk in accordance with the Australian New 
Zealand Standard for Risk Management (AS/NZS ISO 31000:2009). The standard will 
be used as reference for ongoing monitoring of its Strategic Risk Register and Risk 
Management Plans to provide an accountable process for decision making and 
administration. 

There are a number of steps to be followed in the management of risk as shown in 
Figure 1, including: 

 Establishing the context 

 Risk assessment – identification, analysis and evaluation 

 Risk treatment 

 Monitoring and review 

 Communication and consultation 



 

4.2.13 – Risk Management Procedure 2 

 

Figure 1 – Risk Framework: Excerpt from AS/NZS ISO 31000:2009 

 

2.1. Establishing the Context 

Establishing the context is defining the external and internal parameters to be taken 
into account when managing risk, and setting the scope and risk criteria. 

The external context (external environment in which the organisation seeks to 
achieve its objectives) can include: 

 the cultural, social, political, legal, regulatory, financial, technological, 
economic, natural and competitive environment, whether international, 
national, regional or local; 

 key drivers and trends having impact on the objectives of the organization; and 

 relationships with, and perceptions and values of external stakeholders 

  



 

4.2.13 – Risk Management Procedure 3 

The internal context (internal environment in which the organisation seeks to achieve 
its objectives) can include: 

 governance, organisational structure, roles and accountabilities; 

 policies, objectives, and the strategies that are in place to achieve them; 

 the capabilities, understood in terms of resources and knowledge (e.g. capital, 
time, people, processes, systems and technologies); 

 information systems, information flows and decision-making processes (both 
formal and informal); 

 relationships with, and perceptions and values of, internal stakeholders; 

 the organisation's culture; 

 standards, guidelines and models adopted by the organisation; and 

 form and extent of contractual relationships. 

 

The terms of reference against which the significance of a risk is evaluated is known 
as the risk criteria.  Factors to be considered should include the following: 

 the nature and types of causes and consequences that can occur and how they 
will be measured; 

 how likelihood will be defined; 

 the timeframe(s) of the likelihood and/or consequence(s); 

 how the level of risk is to be determined; 

 the views of stakeholders; 

 the level at which risk becomes acceptable or tolerable; and 

 whether combinations of multiple risks should be taken into account and, if 
so, how and which combinations should be considered. 

2.2. Risk Assessment 

The risk assessment step is the overall process of risk identification, risk analysis and 
risk evaluation. 

 Risk identification is the process of finding, recognising and describing risks. It 
involves the identification of risk sources, events, their causes and their 
potential consequences. It can involve historical data, theoretical analysis, 
informed and expert opinions, and stakeholder's needs. 

 Risk analysis is the process to comprehend the nature of risk and to determine 
the level of risk. It provides the basis for risk evaluation and decisions about 
risk treatment. The level of risk considers: 
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o Assessment of consequence (outcome of an event affecting objectives) 
based on the Matrix found at Appendix I. 

o Assessment of likelihood (chance of something happening) based on 
the Matrix found at Appendix II. 

o The multiplication of consequence and likelihood calculates a score that 
provides an inherent risk assessment based on the Matrix found at 
Appendix III. 

o Best practice controls to mitigate the inherent risks should be 
identified., bearing in mind Council’s policy position on risk attitude for 
any given risk area. 

o An assessment of the effectiveness of controls in place at the Town 
must be considered using Appendix IV - Effectiveness Controls Matrix. 

o The inherent risk must be reassessed using the consequence and 
likelihood tables taking into account the effectiveness of control 
mechanisms in place. This provides a residual risk assessment. 

o The above analysis should be documented using the Risk Management 
Plan template detailed in Appendix V. 

 Risk evaluation is the process of comparing the results of risk analysis with risk 
criteria to determine whether the risk and/or its magnitude is acceptable or 
tolerable. 

2.3. Risk Treatment 

Risk treatment is the process to modify risk. It involves a cyclical process of: 

 assessing a risk treatment; 

 deciding whether residual risk levels are tolerable; 

 if not tolerable, generating a new risk treatment; and 

 assessing the effectiveness of that treatment. 

Risk treatment can involve: 

 avoiding the risk by deciding not to start or continue with the activity that gives 
rise to the risk; 

 taking or increasing risk in order to pursue an opportunity; 

 removing the risk source; 

 changing the likelihood; 

 changing the consequences; 

 sharing the risk with another party or parties (including contracts and risk 
financing); and 

 retaining the risk by informed decision. 
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The Risk Acceptance Criteria and Reporting Oversight Matrix in the Risk Management 
Policy should be considered in order to determine whether a risk treatment action 
plan is required. 

 

Risk treatment action plans document proposed: 

 actions; 

 responsibilities; 

 resource requirements - staffing commitment and expenditure projections; 

 timing; and 

 reporting and monitoring requirements. 

 

Each Risk Treatment Action Plan should be documented using the Risk Treatment 
Action Plan template detailed in Appendix V. 

2.4. Monitoring and Review 

The organisation's monitoring and review processes should encompass all aspects of 
the risk management process. 

Monitoring involves continual checking, supervising, critically observing or 
determining the status in order to identify change from the performance level 
required or expected, whilst review is the activity undertaken to determine the 
suitability, adequacy and effectiveness of the subject matter to achieve established 
objectives. 

The purpose of monitoring and review is to: 

 ensure that controls are effective and efficient in both design and operation; 

 obtain further information to improve risk assessment; 

 analyse and learn lessons from events (including near-misses), changes, 
trends, successes and failures; 

 detect changes in the external and internal context, including changes to risk 
criteria and the risk itself which can require revision of risk treatments and 
priorities; and 

 identifying emerging risks. 

The Risk Acceptance Criteria and Reporting Oversight Matrix in the Risk Management 
Policy should be considered in order to determine the reporting requirements to 
Executive, Audit Committee and Council. 
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2.5. Communication and Consultation 

Appropriate communication and consultation seeks to: 

 improve people’s understanding of risks and the risk management process; 

 identify stakeholders and specialist advisors; 

 ensure that all participants are aware of their roles and responsibilities; and  

 communicate the results of the risk treatment action plans. 
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Appendix I - Consequence Matrix 

CONSEQUENCE MATRIX 

Level Impact Financial 
Legal & 

compliance 
Delay of 
Service 

Safety Reputation Operations Property 
Community & 
Psychological 

Environment 

1 Insignificant 
Less than 
$10,000 

Minor regulation 
breach 

0.5 of a 
day 

delay 

Injuries but 
not requiring 

first aid 
treatment 

Unsubstantiated 
complaints, low 

impact, low profile, no 
media coverage 

Small impact 
on Town’s 

deliverables. 

Inconsequential 
or no damage to 

property. 

Little or no 
disruption to 

the Town 

Little impact on 
environment 

2 Minor 
$10,000  

to  
$50,000 

Minor legal 
implications,  

non-compliance 
and breach of 

regulations 

0.5 to 2 
days 
delay 

First aid 
treatment by 

first aid officer 

Substantiated, low 
impact, unfavourable 
low media coverage 

profile 

Delay in 
achieving 

deliverables. 

Minor damage 
to property 

Minor 
disruptions to 

the Town 
 

Minor impact to the 
environment 

3 Moderate 
$50,000  

to  
$200,000 

Serious breach, 
investigation and 

report by 3rd 
party, 

prosecution & 
fines 

1 week 
delay 

Onsite medical 
treatment 

by ambulance 
personnel 

Substantiated, public 
embarrassment, 

moderate impact, 
unfavourable state 

wide media coverage 

Significant 
delays in 

deliverables 

Localised 
damage 

rectified by 
internal 

arrangements 

Significant 
disruption to 

the Town 

Environmental 
damage requiring 

restitution or 
internal clean-up 

4 Major 
$200,000  

to  
$1M 

Major litigation 
against council 

and officers, 
prosecution and 

fines 

1 month 
delay 

Extensive 
injuries, 

requiring 
hospital 

admissions 

Substantiated, public 
embarrassment, high 

impact or national 
news/media coverage, 

third party actions 

Failure of 
major 

organisation 
deliverables 
& strategic 

goals 

Significant 
property 
damage 

requiring 
external 

resources. 

Substantial 
disruptions to 

the wider 
spread 

community 

Significant breach of 
legislation, 

contamination or 
damage requiring 

third party 
assistance 

5 Catastrophic 
More 
than 
$1M 

Custodial 
sentence for 
responsible 

officer, multiple 
class actions, high 

penalties. 

3 month 
delay or 

more 

Death/s or 
severe 

permanent 
injuries, mass 

hospitalisation 

Substantiated, public 
embarrassment, very 

high level multiple 
impacts, widespread 
multiple news cover, 

public enquiry 

Failure of all 
deliverables 
or strategic 

goals 

Extensive 
property 
damage 

Major or 
multiple 

disruptions to 
the 

widespread 
community. 

Major breach of 
legislation, extensive 

contamination 
and/or 

environmental 
damage, third party 

intervention and 
investigation 
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Appendix II - Likelihood Matrix 

LIKELIHOOD MATRIX 

Level Description Recurrent Risk 

5 Almost Certain Expected to occur (every year) or more 

4 Likely 
Once every 3-10 years or several times in one’s 
career 

3 Possible Once every 10-30 years or once in one’s career 

2 Unlikely 
Once every 30-100 years, or you have heard of 
something similar occurring elsewhere 

1 Rare 
Once every 100+ years, theoretically possible, but 
have never heard of it occurring 
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Appendix III - Risk Assessment Matrix 

RISK ASSESSMENT MATRIX 

Likelihood Consequence 

Insignificant 
1 

Minor 
2 

Moderate 
3 

Major 
4 

Catastrophic 
5 

1.  Rare 
1 

Low 
2 

Low 
3 

Low 
4 

Moderate 

5 
Moderate 

2.  Unlikely 
2 

Low 
4 

Moderate 
6 

Moderate 
8 

Moderate 

10 
High 

3.  Possible 
3 

Low 
6 

Moderate 
9 

Moderate 
12 

High 

15 
Significant 

4.  Likely 
4 

Moderate 
8 

Moderate 
12 

High 
16 

Significant 

20 
Extreme 

5.  Almost Certain 
5 

Moderate 
10 

High 
15 

Significant 
20 

Extreme 

25 
Extreme 
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Appendix IV - Effectiveness Controls Matrix 

EFFECTIVENESS OF CONTROLS MATRIX 

Level Description Foreseeable Description 

E Excellent 
More than what a reasonable person would be 
expected to do in the circumstances 

Controls fully in place and require only ongoing 
maintenance and monitoring. Protection systems are being 
continuously reviewed and procedures are regularly tested. 

A Adequate 
Meets the level that a reasonable person would be 
expected to do in the circumstances 

Being addressed reasonably. Protection systems are in place 
and documented procedures exist for given circumstance. 
Periodic review of controls. 

I Inadequate 
Below the level that a reasonable person would be 
expected to do in the circumstances 

Protection systems are not in place or are inadequate for 
the purpose of protection. Limited or no procedures 
documented. Inadequate or no review of controls. 
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Appendix V – Templates 

 

Risk Management Plan 

RISK MANAGEMENT PLAN 

# Identified Risk # Cause Likelihood Consequence 
Inherent 

Risk 
Controls 

Effectiveness 
of Controls 

Likelihood Consequence 
Residual 

Risk 

1  a          

 b          

 

Risk Treatment Action Plan 

RISK TREATMENT ACTION PLAN 

# Identified Risk # Control Weakness # Actions 
Risk Owner & 

Treatment 
Action Officer 

Staff 
Hours 

Expenditure 
Projections 

Timing 
Revised  

Staff 
Hours 

Revised 
Expenditure 
Projections 

Revised 
Timing 

Reporting 
Requirement 

1  a  i          

ii          

b  I          

ii          
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Risk Treatment Plan / Action Taken

Officer 

Responsible 

for the 

control

RTAP  due 

date

RTAP 

Owner

Leaders 

Report

AC & 

Council 

Report

Risk Category 

a Strategic Community Plan (SCP) CEO

b Corporate Business Plan  (CBP) Review and align CBP with SCP CEO TBD CEO

a Asset Management Plan for the Towns Assets Capture assets into electronic management system MIF TBD COO

b Ensure adequate funding is available to support upgrades and 

maintenance of Assets and Facilities (linked to the Depreciation 

Schedules and Asset Management Plan)

MF/COO

c Scheduled Maintenance Inspections (Annually/Half yearly) Update condition ratings MIF TBD COO

e Effective Management of Town's leased/hired buildings and 

reserves (including heritage buildings)

Maintain and review asset management plans to ensure 

assets are maintained to the satisfaction of the Town

MIF TBD COO

f Insurance cover Review asset values for insurance purposes COO/MF Annually COO

R3 Failure to manage project risks Failure to deliver projects ontime and within budget

Poor project governance

Inadequate resources

Failure to prioritise key projects

Failure to conduct  Risk assessments on Projects

3 2 6 a Effective Project Management. A 2 3 6 Develop Operational Risk Register/s to manage  

operational risks relating to projects.                                

Implement appropriate project management procedures. 

MIF / MPE TBD COO/CPD Projects

Develop, implement and review the Towns Local 

planning framework 

CPD Jun-22 CPD

Stage 2 of the review of Local Planning Policy 01 

Consultation to be undertaken utilising methods of IAP2 

as a foundation

CPD Jun-22 CPD

b Compliance with all Planning and Building legislation CPD

c Community Engagement Policy and Procedures Review Community Engagement Policy and develop 

Community Engagement framework (Conduct 

community consultation prior to endorsement of new 

policy )

CEA Feb-22 CEA

e Effective complaints management framework Develop a Customer Complaints Procedure MGR TBD CSS

e Effective Communication via  newsletters, Towns  website, social 

media, and newspaper advertisements 

MCA

f Media Spokesperson Policy  MCA

g Social Media for Councillors Policy MCA

h Antenno App to engage and connect with the Community Implement a process to manage Antenno inquiries CSS TBD CSS

i Town’s Annual Report CEO/COO/

CPD/MF

j Customer service Charter Review and implement the Customer service charter to 

include general complaints made by customer service

CSS Ongoing COO

k Customer Satisfaction Feedback Survey CSS

l Develop and Implement Reconciliation Action Plan CDC

R4 16

Service Delivery 

and Business 

Continuity 
Service Delivery 

and Business 

Continuity 

R1

Failure to maintain Town’s Assets, infrastructure, 

facilities, and venues

R2 4 4

1 2

A 4

33Lack of resourcing and capabilities in IT, workforce, 

Finance, systems 

Inadequate due diligence checks conducted on Asset 

maintenance

Disruption to Community services

Poor management and monitoring compliance of 

planning related legislation eg. Planning and 

Developement Act, Building Act, Swan and Canning 

Rivers Act

Not delivering community expectations

Lack of community trust, Community dissatisfaction

Reputational damage to the Town

Political influence by prominent residents

Negative media publicity 

Failure to engage with the Community and  

stakeholders 

816

4

A 2 4

12a Local Planning Framework and Local Planning Policies

CONNECTING: 

We are a welcoming and inclusive Town where community spirit and connection is alive and celebrated. 

Aspirations: 

• A connected, healthy and inclusive community

• Flourishing community groups, clubs and schools

• An engaged community that fosters active citizenship and collaborates to plan for the future

SUSTAINING: 

We are innovative in delivering services that are cost effective, future-focused and sustainable. 

Aspirations: 

• An open and transparent Town that delivers community-focused services aligned with a strong governance framework

• A Town that delivers a personalised and innovative customer experience

• Natural areas, green spaces and community facilities are preserved and enhanced 

• Lead by example through environmental sustainability practices and provide opportunities for community involvement  

• Provide young people with meaningful employment opportunities

THRIVING :

We are a vibrant and progressive Town to live, play, do business, and raise a 

family. 

Aspirations:

• Greater variety of social activities, dining and local retail 

• Movement through the Town is safe and accessible

• Vibrant walkable centres throughout the Town 

• Advocate for local growth and development that respects our  heritage

Service Delivery 

and Business 

Continuity 

3

2A 1

4

Page 1 of 5



                Town of Mosman Park 

Strategic Risk Register - December 2021

# Identified Risk Cause or trigger

Li
ke

lih
o

o
d

C
o

n
se

q
u

en
ce

In
h

er
en

t 
R

is
k

# Controls

Ef
fe

ct
iv

en
es

s 
o

f 
C

o
n

tr
o

ls

Li
ke

lih
o

o
d

C
o

n
se

q
u

en
ce

R
es

id
u

al
 R

is
k

Risk Treatment Plan / Action Taken

Officer 

Responsible 

for the 

control

RTAP  due 

date

RTAP 

Owner

Leaders 

Report

AC & 

Council 

Report

Risk Category 

CONNECTING: 

We are a welcoming and inclusive Town where community spirit and connection is alive and celebrated. 

Aspirations: 

• A connected, healthy and inclusive community

• Flourishing community groups, clubs and schools

• An engaged community that fosters active citizenship and collaborates to plan for the future

SUSTAINING: 

We are innovative in delivering services that are cost effective, future-focused and sustainable. 

Aspirations: 

• An open and transparent Town that delivers community-focused services aligned with a strong governance framework

• A Town that delivers a personalised and innovative customer experience

• Natural areas, green spaces and community facilities are preserved and enhanced 

• Lead by example through environmental sustainability practices and provide opportunities for community involvement  

• Provide young people with meaningful employment opportunities

THRIVING :

We are a vibrant and progressive Town to live, play, do business, and raise a 

family. 

Aspirations:

• Greater variety of social activities, dining and local retail 

• Movement through the Town is safe and accessible

• Vibrant walkable centres throughout the Town 

• Advocate for local growth and development that respects our  heritage

a Retention of a WHS shared personale resource MPC

b Help implement a change management process for pending new 

WHS laws 

WHSO

c WHS Committee meetings COO

d Quarterly reporting to Audit Committee on WHS COO

Develop and Implement WHS Management Policy WHSO Ongoing COO

Develop a WHS Operational risk register WHSO Ongoing COO

f Review Asbestos Register MIF

g Develop and review contractor, volunteers induction training MPC

h Risk assessments conducted by community development for Public 

Events  

CDC

i Safety and Security Community Advisory Committees administered 

by the Town 

Purchase a new CCTV unit for public and community 

safety

SR Nov-21 COO

j Compliance of Local Laws and Legislation, eg :

Dog Local Laws 2012, 

Cats Act 2011, 

Litter Act 1979, 

Food Act 2008, 

Public Health Act 2016

8 yearly review of Local Laws MGR TBD MGR

k Reporting to the Health Department Annual Reporting to the Health Department CPD Jun-22 CPD

a Review Workforce Management plan  (also includes retention 

strategies and succession planning, Recruitment and selection 

Policy and Processes) every two years

MPC

b Internal and external training including a leadership training 

program

MPC

c Effective Annual Performance reviews framework MPC

d Partnership with industry bodies eg. WALGA, LG Professionals WA, 

HR/IR subscriptions and networks 

MPC

e Flexible working arrangements MPC

f Staff performance appraisal process ( Risk Management, work, 

health and safety are being incorporated into staff performance 

appraisals under core competencies)

MPC

g Use of social media platforms to attract high calibre employees, 

Councillors who are agile and able to work in a more dynamic 

culture 

MPC

h Clearly defined employee roles and responsibilities (by reviewing 

employee Position Descriptions)

MPC

i Employee Code of conduct Review and Implement Employee Code of conduct MPC TBD MPC

j Social Media Guidelines for Staff Review Social Media Guidelines for Staff MPC TBD MPC

R5 Failure to manage Work Health and Safety 3Non Compliance with the Work Health and Safety Act 

2020

Failure to ensure the  safety of contractors, visitors, 

community, stakeholders

Ineffecitive Environmental Health managememnt ( 

Poor food safety, animal/vermin infestation)

Reputational risk

WHS Management Policy e

4

3

4 People, Health and 

Safety

4 16

A 2

93

12 8

AR6 Failure to manage the Towns Workforce People, Health and 

Safety 

Loss of knowledge, skills and experience

Poor staff retention

Skills shortage

limited succession planning 

Performance indicators not aligned with Strategic 

objectives 

Financial restraints

Failure to manage change in the workplace 

Poor Culture

4
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Risk Treatment Plan / Action Taken

Officer 

Responsible 

for the 

control

RTAP  due 

date

RTAP 

Owner

Leaders 

Report

AC & 

Council 

Report

Risk Category 

CONNECTING: 

We are a welcoming and inclusive Town where community spirit and connection is alive and celebrated. 

Aspirations: 

• A connected, healthy and inclusive community

• Flourishing community groups, clubs and schools

• An engaged community that fosters active citizenship and collaborates to plan for the future

SUSTAINING: 

We are innovative in delivering services that are cost effective, future-focused and sustainable. 

Aspirations: 

• An open and transparent Town that delivers community-focused services aligned with a strong governance framework

• A Town that delivers a personalised and innovative customer experience

• Natural areas, green spaces and community facilities are preserved and enhanced 

• Lead by example through environmental sustainability practices and provide opportunities for community involvement  

• Provide young people with meaningful employment opportunities

THRIVING :

We are a vibrant and progressive Town to live, play, do business, and raise a 

family. 

Aspirations:

• Greater variety of social activities, dining and local retail 

• Movement through the Town is safe and accessible

• Vibrant walkable centres throughout the Town 

• Advocate for local growth and development that respects our  heritage

a Effective and uptodate IT systems  (Patch Mangement/Penetration 

testing done every 2 - 3 years)

ICTO

b Disaster recovery plan for records  (having regular testing and 

backups, providing for security and  protection of records) 

Conduct Disaster recovery testing ICTO after Jul 

2022

ICTO

c Adequate IT Backup processes for onsite and offsite operations ICTO

d ICT strategy (Includes the ICT Risk Management Plan) Review ICT strategy ICTO 2022 ICTO

e Security Awareness Training for Staff ICTO

f Anti-virus software for computers and email filtering to prevent 

cyber attacks

ICTO

g Implementation of  a new ERP system- Datascape, to  provide 

better control towards security, redundancy and data loss 

prevention 

ICTO

a Annual budget Process

Mid-year Budget Review 

Adhoc Budget amendments 

A/MF

b Annual review of Long Term Financial Plan A/MF

c Grant Management Register Implement and develop a Grant Management process MF TBD CEO

d Monthly variance reporting to Council & internal management A/MF

e Annual and Interim Audit A/MF

f Effective Policies 

Council Adopted:

Financial Reserve Funds Policy 

Investments of Funds Policy 

Procurement Policy

Fixed Asset Policy 

Disposal of Goods and Property Policy 

CEO Policies & Internal procedures:

Purchasing Card policy

A/MF

g Contract Management via:

•Contract register (includes compliance checks)

•Implemention of a centralised procurement platfom through 

Vendor Panel

A/MF

Service Delivery 

and Business 

Continuity 

Cyber security threats 

Lack of IT infrastructure and systems

IT integrity and loss of data

Inefficient IT solutions, processes and failing to adopt 

and keep up with  new technology  

4

Failure to effectively manage the Towns financial 

viability  

2

Financial instability

Poor Investment decisions

Inadequate funding available for the Town to operate

Rate Capping

Poor contract management 

Poor Debt management 

3 3 9

812 4

Financial3 2 6AR8

3R7 APoor IT systems and Communication disruptions
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Risk Treatment Plan / Action Taken

Officer 

Responsible 

for the 

control

RTAP  due 

date

RTAP 

Owner

Leaders 

Report

AC & 

Council 

Report

Risk Category 

CONNECTING: 

We are a welcoming and inclusive Town where community spirit and connection is alive and celebrated. 

Aspirations: 

• A connected, healthy and inclusive community

• Flourishing community groups, clubs and schools

• An engaged community that fosters active citizenship and collaborates to plan for the future

SUSTAINING: 

We are innovative in delivering services that are cost effective, future-focused and sustainable. 

Aspirations: 

• An open and transparent Town that delivers community-focused services aligned with a strong governance framework

• A Town that delivers a personalised and innovative customer experience

• Natural areas, green spaces and community facilities are preserved and enhanced 

• Lead by example through environmental sustainability practices and provide opportunities for community involvement  

• Provide young people with meaningful employment opportunities

THRIVING :

We are a vibrant and progressive Town to live, play, do business, and raise a 

family. 

Aspirations:

• Greater variety of social activities, dining and local retail 

• Movement through the Town is safe and accessible

• Vibrant walkable centres throughout the Town 

• Advocate for local growth and development that respects our  heritage

a Effective Governance Framework  Fully develop the Governance Framework MGR/SGO TBD MGR

b Compliance Calendar Develop and Implement the Compliance Calendar SGO TBD MGR

c Completion and lodgement of Annual Compliance Audit Return 

with the Department of Local Government by 31st March Annually

MGR

d Effective Policies and Procedures:

•Executing Documents Policy  

•Council Members’ Allowances and Expenses

•Elected Member Continuing Professional Development Policy

Develop and Review all Council and CEO governance 

policies and procedures

MGR/SGO Ongoing MGR

Implement Info Council GO Ongoing MGR

f Induction and ongoing training of Councillors and staff Develop the Governance training calendar to include

appropriate induction and training programmes 

MGR TBD MGR

g Review effective Delegations of Authority MGR

h Elected members Code of conduct MGR

i Effective management of Council Elections via a Caretaker Policy 

prior to Council Elections

MGR

j Report on Risk management matters at Audit committee meetings MGR/RO

k Recruitment and Retention of a Risk Officer MPC/MGR

l Develop, Implement and Monitor the Risk Management Policy and 

Framework 

MGR/RO

m Strategic Risk Register - Completion of the Strategic risk register MGR/RO

n Operational Risk Registers - completion of the operational risk 

registers 

Assist Business units in developing operational risk 

registers

MGR/RO Ongoing MGR

o Review Fraud, Corruption and Misconduct Risk Plan every two 

years

MGR/RO

p Review Fraud, Corruption and Misconduct Risk Register annually MGR/RO

q Review Records Management Policy SRO

r Review the Town's Records Keeping Plan (covering  protection for 

digital records)

SRO

s Disposing records as per the State Records Act 2000- General 

Disposal Authority for Local Government Records and complying 

with the Freedom of Information Act 1992

SRO

t Digitisation of Records current records Develop a process to digitise archived records SRO TBD MGR

u Records Induction/follow-up training to all staff so that staff are 

aware of their obligations under the State Records Act 2000 and to 

accurately capture records 

SRO

Failure to provide good governance  4

Develop and effectively manage Intellectual Property 

compliance/copyright obligations

MGR TBD

e Effective governance of all Council/ Committee meetings and 

decision making :

•local laws

•Efficient Integrity and ethics framework 

•Quality assurance conducted by Governance

3 9164 ComplianceLack of an effective governance framework 

Inability to meet legislative compliance

Poor Risk Management

Poor record keeping 

Fraud, corruption and misconduct

Inability to ensure the integrity of the decisions made 

R9 A 3

MGR
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                Town of Mosman Park 

Strategic Risk Register - December 2021

# Identified Risk Cause or trigger
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Risk Treatment Plan / Action Taken

Officer 

Responsible 

for the 

control

RTAP  due 

date

RTAP 

Owner

Leaders 

Report

AC & 

Council 

Report

Risk Category 

CONNECTING: 

We are a welcoming and inclusive Town where community spirit and connection is alive and celebrated. 

Aspirations: 

• A connected, healthy and inclusive community

• Flourishing community groups, clubs and schools

• An engaged community that fosters active citizenship and collaborates to plan for the future

SUSTAINING: 

We are innovative in delivering services that are cost effective, future-focused and sustainable. 

Aspirations: 

• An open and transparent Town that delivers community-focused services aligned with a strong governance framework

• A Town that delivers a personalised and innovative customer experience

• Natural areas, green spaces and community facilities are preserved and enhanced 

• Lead by example through environmental sustainability practices and provide opportunities for community involvement  

• Provide young people with meaningful employment opportunities

THRIVING :

We are a vibrant and progressive Town to live, play, do business, and raise a 

family. 

Aspirations:

• Greater variety of social activities, dining and local retail 

• Movement through the Town is safe and accessible

• Vibrant walkable centres throughout the Town 

• Advocate for local growth and development that respects our  heritage

a Business Continuity Plan - Infectious Diseases Pandemic Continuity 

Plan 

b Local Recovery Plan as required under legislation

c Effective regional arrangements to manage Emergencies:

•Membership of the Local Emergency management Committee 

(LEMC) and the Partnering agreement with other Western suburbs 

Councils on the Committee LEMC 

•Scenario planning conducted for emerging risks (Fire, Flood, Rail 

Crash, Storms, Hazmat) management by LEMC

Develop and implement local arrangements to manage 

Emergencies 

COO TBD COO

a Compliance with Environmental Policies and Procedures including 

Street Tree and vegetation policies 

Review and update policies COO TBD COO

b Integration of environmental sustainability within our practices COO/CPD

c Effective management of the Towns natural resources  (water, 

Bush, fire, floods etc) 

COO

d Managing the Erosion of the Riverwall Develop and Monitor the RTAP for the Riverwall COO TBD COO

e Increased Urban tree Canopy by retaining existing street trees and 

investing in quality tree stock.

Increase Urban tree Canopy by retaining existing street 

trees and investing in quality tree stock.

COO TBD COO

f Coastal Hazard Risk Management Adaption Program (CHARMAP) to 

manage Erosion of coastal dunes

Implement the Coastal Hazard Risk Management 

Adaption Program (CHARMAP) that was endorsed by 

Council. 

COO TBD COO

CEO Chief Executive Officer

CPD Chief of Planning and Development

COO Chief of Operations 

MGR Manager Governance and Risk

MF Manager Finance

A/MF A/Manager Finance

MPC Manager people and culture

MPE Manager Parks and Environment

MIF Manager Infrastructure and Facilities

MCA Marketing and communications advisor

CEA Community Engagement Advisor

CSS Customer Service Supervisor 

WHSO Work Health and  safety Officer TBD=To be decided

ICTO ICT Coordinator 

CDC Community Development Coordinator

SR Senior Ranger

SEHO Senior Environmental Health Officer

SGO Senior Governance Officer

GO Governance Officer

SRO Senior Records Officer

RO Risk Officer

4 12COVID-19 Pandemic

Lack of Policies and Procedures to manage 

emergencies 

Failure to manage emergencies R10 3 A 2 4 8

R11 Failure to preserve and protect the natural 

environment 

Inadequate Environmental planning 

Erosion

Water contamination

Impact of climate changes

Environmental changes including major natural 

disasters, man-made disasters

Environment4 4 16 A 2 3 6

Compliance 

People, Health and 

Safety 

Service Delivery 

and Business 

Continuity

Review  the Business Continuity Plan - Infectious Diseases 

Pandemic Continuity Plan 

CPD Jun-22 CPD
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